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Firewalls are among the best-known network security tools in use today, and
their critical role in information security continues to grow. However, firewalls
are most effective when backed by thoughtful security planning, well-designed
security policies, and integrated support from anti-virus software, intrusion
detection systems, and related tools. GUIDE TO FIREWALLS AND VPNs,
THIRD EDITION explores firewalls in the context of these critical elements,
providing an in-depth guide that focuses on both managerial and technical
aspects of security. Coverage includes packet filtering, authentication, proxy
servers, encryption, bastion hosts, virtual private networks (VPNs), log file
maintenance, and intrusion detection systems. The book also features an
abundant selection of realistic projects and cases incorporating cutting-edge
technology and current trends, giving you a valuable opportunity to hone and
apply your knowledge and skills. GUIDE TO FIREWALLS AND VPNs includes
new and updated cases and projects, enhanced coverage of network security and
VPNs, and information on relevant National Institute of Standards and
Technology guidelines used by businesses and information technology
professionals nationwide.
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planning, well-designed security policies, and integrated support from anti-virus software, intrusion detection
systems, and related tools. GUIDE TO FIREWALLS AND VPNs, THIRD EDITION explores firewalls in
the context of these critical elements, providing an in-depth guide that focuses on both managerial and
technical aspects of security. Coverage includes packet filtering, authentication, proxy servers, encryption,
bastion hosts, virtual private networks (VPNs), log file maintenance, and intrusion detection systems. The
book also features an abundant selection of realistic projects and cases incorporating cutting-edge technology
and current trends, giving you a valuable opportunity to hone and apply your knowledge and skills. GUIDE
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Editorial Review

About the Author
Michael Whitman, Ph.D., CISM, CISSP, is Professor of Information Security at Kennesaw State University,
Kennesaw, Georgia. He also serves as the Executive Director of the Center for Information Security
Education, Coles College of Business. In 2004, 2007, 2012 and 2015, under his direction the Center for
Information Security Education spearheaded KSU's successful bid for the prestigious National Center of
Academic Excellence recognitions (CAE/IAE and CAE IA/CDE), awarded jointly by the Department of
Homeland Security and the National Security Agency. Dr. Whitman is also the Editor-in-Chief of the Journal
of Cybersecurity Education, Research and Practice, and is Director of the Southeast Collegiate Cyber
Defense Competition. Dr. Whitman is an active researcher and author in Information Security Policy,
Threats, Curriculum Development, and Ethical Computing. He currently teaches graduate and undergraduate
courses in Information Security. Dr. Whitman has several information security textbooks currently in print,
including PRINCIPLES OF INFORMATION SECURITY; MANAGEMENT OF INFORMATION
SECURITY; READINGS AND CASES IN THE MANAGEMENT OF INFORMATION SECURITY,
VOLUMES I AND II; THE HANDS-ON INFORMATION SECURITY LAB MANUAL; PRINCIPLES OF
INCIDENT RESPONSE AND DISASTER RECOVERY; and THE GUIDE TO NETWORK SECURITY
AND THE GUIDE TO FIREWALLS AND NETWORK SECURITY. He has published articles in
Information Systems Research, the Communications of the ACM, the Journal of International Business
Studies, Information and Management, and the Journal of Computer Information Systems. Dr. Whitman is a
member of the Association for Computing Machinery, the Information Systems Security Association,
ISACA and the Association for Information Systems. Previously, Dr. Whitman served the U.S. Army as an
Automated Data Processing System Security Officer (ADPSSO).

Herbert Mattord, Ph.D., CISM, CISSP, completed 24 years of IT industry experience as an application
developer, database administrator, project manager, and information security practitioner before joining the
faculty at Kennesaw State University, where he is Assistant Chair of the Department of Information Systems
and Associate Professor of Information Security and Assurance program. Dr. Mattord currently teaches
graduate and undergraduate courses in Information Security and Assurance as well as Information Systems.
He and Michael Whitman have authored PRINCIPLES OF INFORMATION SECURITY, MANAGEMENT
OF INFORMATION SECURITY, READINGS AND CASES IN THE MANAGEMENT OF
INFORMATION SECURITY, PRINCIPLES OF INCIDENT RESPONSE AND DISASTER RECOVERY,
THE GUIDE TO NETWORK SECURITY, and THE HANDS-ON INFORMATION SECURITY LAB
MANUAL, Dr. Mattord is an active researcher, author, and consultant in Information Security Management
and related topics. He has published articles in the Information Resources Management Journal, Journal of
Information Security Education, the Journal of Executive Education, and the International Journal of
Interdisciplinary Telecommunications and Networking. Dr. Mattord is a member of the Information Systems
Security Association, ISACA, and the Association for Information Systems. During his career as an IT
practitioner, Dr. Mattord was an adjunct professor at Kennesaw State University, Southern Polytechnic State
University in Marietta, Georgia, Austin Community College in Austin, Texas, and Texas State University:
San Marcos. He was formerly the Manager of Corporate Information Technology Security at Georgia-Pacific
Corporation, where he acquired much of the practical knowledge found in this and his other textbooks.

Andrew Green has been involved in information security for nine years, offering consulting services that
focus primarily on the needs of small and medium-sized businesses. Prior to becoming a full-time
information security consultant, Mr. Green worked in the health care IT field, where he developed and



supported transcription interfaces for medical facilities throughout the United States. In addition to his
consulting work, Mr. Green is faculty member at Kennesaw State University, where he teaches classes in
information security, database management, and Web development.

Users Review

From reader reviews:

Donald Taylor:

Do you one of people who can't read pleasurable if the sentence chained within the straightway, hold on guys
this kind of aren't like that. This Guide to Firewalls and VPNs book is readable simply by you who hate
those straight word style. You will find the data here are arrange for enjoyable studying experience without
leaving perhaps decrease the knowledge that want to supply to you. The writer connected with Guide to
Firewalls and VPNs content conveys the idea easily to understand by lots of people. The printed and e-book
are not different in the content but it just different available as it. So , do you nonetheless thinking Guide to
Firewalls and VPNs is not loveable to be your top record reading book?

Darren Meekins:

The e-book untitled Guide to Firewalls and VPNs is the e-book that recommended to you you just read. You
can see the quality of the guide content that will be shown to an individual. The language that creator use to
explained their way of doing something is easily to understand. The writer was did a lot of research when
write the book, to ensure the information that they share for you is absolutely accurate. You also will get the
e-book of Guide to Firewalls and VPNs from the publisher to make you a lot more enjoy free time.

Christopher Sanchez:

You could spend your free time to study this book this reserve. This Guide to Firewalls and VPNs is simple
to develop you can read it in the park, in the beach, train as well as soon. If you did not have much space to
bring the printed book, you can buy often the e-book. It is make you quicker to read it. You can save often
the book in your smart phone. So there are a lot of benefits that you will get when you buy this book.

Jesse Mansell:

Do you like reading a guide? Confuse to looking for your favorite book? Or your book has been rare? Why
so many concern for the book? But virtually any people feel that they enjoy with regard to reading. Some
people likes reading through, not only science book but also novel and Guide to Firewalls and VPNs or
perhaps others sources were given expertise for you. After you know how the great a book, you feel desire to
read more and more. Science e-book was created for teacher or perhaps students especially. Those textbooks
are helping them to increase their knowledge. In various other case, beside science publication, any other
book likes Guide to Firewalls and VPNs to make your spare time much more colorful. Many types of book
like here.
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